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Zero Trust + Data-Centric Defense

The Road to Zero Trust(Security):

DIB Zero Trust White Paper,

Defense Innovation Board, 2019
Federal Identity, Credentialing
and Access Management (FICAM) NIST SP 800-207 Zero Trust Architecture, 2020
NCSC Zero trust principles — Beta Release, 2020

IFFRIkEI v4) \“_l’:)-U-I>7‘ DoD Zero Trust Reference Architecture, 2021
RUFOFFZE (2004) (Cyber Resilience ) Executive Order on Improving ’
e DoDJSw/a7 the Nation’s Cybersecurity, 2021
(Defense in Depth) Build Security Into Your
: L - Network’s DNA: The Zero
L2 10| De-Perimeterization (3FEFE)"  Trust Network Architecture
(Perimeter Defense) ~ Jericho Forum 2007 Forrester 2010
X.500 Policy Decision Point(PDP)
EFTFALINH—-EZ Policy Enforcement Point(PEP)
7AUNERFZFETOEH (2001) W IRD—R-2/)-5> (2013) V¥ V EE21/2IJAORE(2021)

1990 2000 2010 2020
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DOD to Offer Zero Trust Architecture This Year
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Data-centric security marks a new paradigm.

The U.S. Defense Department by the end of the calendar year will release an initial zero

trust architecture to improve cybersecurity across the department, says Vice Adm. Nanc m .
T O e HiB8 : https://www.afcea.org/content/dod-offer-zero-trust-architecture-year
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Moving the U.S. Government
Towards Zero Trust Cybersecurity
Principles (Draft)
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Zero Trust
Maturity Model

2020.8

dcutive Order on Tmprovind
Nation’s Cybersecurity

NIST SP 800-207 Executive Order on Improving NCSC Zero trust principles
Zero Trust Architecture the Nation’s Cybersecurity
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